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• restrictions on the use of biometric information, including limiting the system to 
one-to-one biometric matching only, preventing biometric information being sent 
to third parties, requiring biometric information to be deleted once it has been 
used for its intended purpose, and requiring users consent before their biometric 
information can be accessed for fraud or security investigations. 

 
The additional proposals outlined in the position paper will positively enhance the privacy 
protections built into the identity system and are supported, in particular the proposals at: 
 

• paragraph 7.4.14 that state and territory government entities that are Accredited 
Participants and are not covered by the Privacy Act 1988 (Cth) (Privacy Act), 
will have the option of complying with a comparable state or territory privacy law 

• paragraph 7.4.7 that the rules will require applicants for TDIF accreditation to 
commission an independent assessor to conduct a Privacy Impact Assessment 
(PIA) as a requirement of their accreditation 

• paragraph 7.4.9 that the rules will contain a specific prohibition on identity 
exchanges from retaining any User attributes once they are passed from an 
identity provider to a relying party 

• paragraph 7.4.10 that the rules will require identity exchanges on the Participant 
Register to provide Users with a centralised view of their metadata, specifically, 
the relying party’s services the User has accessed; the date and time of access; 
and the categories or types of attributes passed to the relying party. 

 
Exemptions 
 
The position paper proposes that the legislation will require a relying party to provide an 
alternative channel to Digital Identity to enable individuals to access its services provided 
the relying party’s service is not an essential service or is the only provider of that service 
unless granted an exemption by the Oversight Authority.  The legislation should include 
a clear definition of “essential service”. 
 
Data breaches 
 
For state and territory government bodies that are Accredited Participants but not subject 
to the Privacy Act or a comparable notifiable data breach (NDB) scheme, it is proposed 
at paragraph 7.4.15, that if the body has reasonable grounds to believe that a NDB has 
occurred, the body will be required to provide a statement about the breach to the 
Oversight Authority.  The body will also need to notify affected individuals in a similar 
manner to the NDB scheme. 
 
It should be noted that NSW is currently developing a model for a mandatory data 
breach notification scheme and it is anticipated that this scheme will be legislated in 
2021.  Upon commencement of the scheme, NSW public sector agencies will be 
required to notify the NSW Privacy Commissioner of eligible data breaches, as well as 
notify affected individuals. 
 
Consideration will need to be given to notification and investigation arrangements in 
circumstances where a breach involves multiple organisations subject to different privacy 
law regimes. 
 
Given the potential for breaches to involve overlapping jurisdictions, I would expect to 
see provisions in either the primary or subordinate legislation concerning referrals 
between the Office of the Australian Information Commissioner (OAIC) and the 
equivalent state or territory regulators.  I note the proposal at paragraph 7.4.15 
information sharing arrangements between the OAIC and state or territory regulators to 
facilitate investigations.   






